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DETAILED ACTION 

1 . This application has been examined. 

2. Claims 1-31 have been examined and rejected. 

Specification 

3. The disclosure is objected to because of the following informalities. Appropriate correction is 
required. 

4. Page 1, line 7 should read "conventional HDL languages". 

5. Page 2, line 7, (RTL.) should be (RTL). 

6. Page 2, line 8, "described at using" should read, "described using". 

7. Page 5, lines 9-1 1 refer to DUT as element 106 in Figure 1 when it should refer to element 104. 

Claim Interpretation 

8. Claims 4-10, 14-20 and 24-30 are directed to an "ingress" and "egress" section. It was concluded 
from the description in the specification and the definitions of ingress and egress (ingress: a means or 
place of entering; egress-a path or opening for going out, an exit; The American Heritage College 
Dictionary, pages 447 and 713) that the ingress and egress sections refer to a path for the packets to enter 
or leave the network verification mechanism. 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the art to which said subject 
matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

10. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966), 
that are applied for establishing a background for determining obviousness under 35 U.S.C. 103(a) are 
summarized as follows: 
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4. 



2. 



3. 



1. 



Determining the scope and contents of the prior art. 

Ascertaining the differences between the prior art and the claims at issue. 

Resolving the level of ordinary skill in the pertinent art. 

Considering objective evidence present in the application indicating obviousness or 



nonobviousness. 



1 1 . Claims 1,4-10,11,14-20,21,24-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Parker (U.S. Patent Number 5,822,520), herein referred to as Parker in view of Dawson et al (Dawson et 
al, "Probing and Fault Injection of Dependable Distributed Protocols", The Computer Journal, Vol. 38, 
No.4, 1995, pages 286-300), herein referred to as Dawson. 

12. As to Claims 1,11,21 and 31, Parker teaches: an apparatus for configuration independent 
simulation of network layer conditions in a simulated network that transmits data packets between a DUT 
and another component, the apparatus comprising: 

a network layer verification mechanism connected between the DUT and the other component 
(Figure 6, element 604, wherein the DUT is the Network Layer, 614 and the other component is the 
virtual device layer, 610 which simulates the functions of actual network protocol layers); the network 
layer verification mechanism having a storage (Figure 5, elements 516,518,520 and column 7, line 65- 
column 8, line 6 wherein the facility for generating packets includes storage for libraries that contain 
instructions for a given protocol); and a plurality of methods for selectively forwarding data packets 
between the DUT and the other component (column 16, lines 5-6, "devices for transmitting test 
packets"); and an API interface for invoking the methods to simulate conditions that can occur in the 
network (Figure 5, element 512 and description). 

13. Parker does not expressly teach the API interface simulating dropped packets, duplicate packets, 
corrupted packets, out-of-order packets and delayed packets. 

14. Dawson teaches the insertion of a script-driven probe/fault injection (PFI) layer between two 
layers in a protocol stack that drops, duplicates, delays, corrupts (modify) and creates out-of-order 
(reorders) packets (page 287, column 1, paragraph 2), in order to study the behavior of distributed 
systems and to detect design and implementation errors of fault-tolerant protocols by injecting faults into 
the system to emulate behavior that may be impossible to achieve under normal operating conditions 
(page 287, abstract and Introduction, bullet 3). 

15. It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to modify the simulation of conditions by the API as taught in Parker to include the simulation of 
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dropped packets, duplicate packets, corrupted packets, out-of-order packets and delayed packets as taught 
in Dawson since Dawson and Parker are both directed to testing of communications between protocol 
stacks and the method in Dawson enables the emulation of behavior in fault-tolerant protocols that may 
be impossible to achieve under normal operating conditions (page 287, abstract and Introduction, 
bullet 3). 

16. As to Claims 4,14 and 24, Parker teaches the network layer verification mechanism comprises a 
packet ingress section and a packet egress section (Figure 5, elements 504,506,508,510 and description, 
Figure 6, elements 604 and 600). From these figures, it can be seen that the packets 504, 506 and 508 
are in bi-directional communication with the packet management function generator that uses input from 
the user to modify or create the test packets. It is noted that these packets that are input to element 510 
must be stored in a temporary buffer until element 510 is ready to process it. This input of the packet to 
element 510 through the bi-directional communications and the necessary temporary storage of these 
packets in a buffer encompass an ingress section. Figure 6 shows bi-directional communication between 
elements 604 and 600 including between the packet shell generation facility and the Transport Layer and 
Device Layer that parse and format data and transmit it to the network. It is noted that packets, when 
modified or created in element 604, must be stored in a temporary buffer until ready to be transmitted to 
element 602 and further, the packets must again be stored in a temporary buffer after the parsing and 
formatting until ready to be transmitted out to the network. This bi-directional communication between 
elements 604 and 602 and the buffers that are necessary to temporarily store the data before transmission 
encompass an egress section. Further, Parker discusses "packet buffers" in which packets are stored 
(column 10, lines 66 and column 11, lines, 54-55), 

17. As to Claims 5,15, and 25, Parker teaches: the apparatus of claim 4 wherein the API interface 
includes a method for transmitting packets between the packet ingress section and the packet egress 
section (column 13, line 59-coiumn 14, line 34, column 16, lines 5-6, "receive" and "send" the packet). 

18. As to Claims 6,16,and 26, Parker teaches apparatus of claim 4 wherein the API interface 
comprises a method for transmitting packets between the packet ingress section and the storage (column 
10, lines 66 and column 11, lines 8-9, 54-55). Since it is shown that packets can be received, and that 
packets are stored in packet buffers, it is noted that there must be means to transmit a packet that is 
received through the ingress section to a buffer. 

19. As to Claims 7,17 and 27, Parker teaches apparatus of claim 4 wherein the API interface 
comprises a method for transmitting packets stored in storage to the packet egress section (column 10, 
lines 66 and column 11, lines 8-9, 54-55). Since it is shown that packets can be sent, and that packets are 
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stored in packet buffers, it is noted that there must be means to transmit a packet that is in storage (or in a 
buffer) to the packet egress section for transmission. 

20. As to Claims 8,18 and 28, Parker teaches: the apparatus of claim 4 wherein the API interface 
comprises a method for retrieving a packet stored in the storage (column 12, line 30 wherein the raw 
packet read retrieves a packet from storage and displays its contents). 

21 . As to Claims 9,19 and 29, Parker teaches: the apparatus of claim 4 wherein the API interface 
comprises a method for modifying a data packet received at the ingress section (column 17, lines 29-31). 

22. As to Claims 10,20 and 30, Parker teaches: the apparatus of claim 9 wherein the API interface 
comprises a method for restoring a modified data packet in the storage (column 17, lines 29-31) wherein 
modifying packet data structures in storage encompasses modifying the information so that the original 
packet information is restored. 

23. Claims 2,3,12,13,22 and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Parker and Dawson as applied to Claims 1,11 and 21 above, and further in view of Daniel Chapiro 
(Chapiro, Daniel, "Automating Verification Using Testbench Languages", Electronics Engineer, 
September 1999), herein referred to as Chapiro. 

24. As to Claims 2,12,22, Parker and Dawson teach the network layer verification mechanism is 
implemented by a scripting language (Parker: column 9, lines 64-66, Dawson, page 288, section 3, 
paragraph 3). 

25. Parker and Dawson do not expressly teach the network layer verification mechanism is 
implemented as a specialized object written in an HVL. 

26. Chapiro teaches the use of as hardware verification language (HVL), such as VERA, that consist 
of objects that can be used to create reusable testbenches and that can enable the launching of thousands 
of transactions concurrently to stress the design and generate realistic boundary conditions (page 3, 
"HVL Features"). 

27. It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to modify the implementation of the network layer verification mechanism as taught in Parker and 
Dawson with a specialized object written in an HVL such as VERA since HVL objects can be used to 
create reusable testbenches and can enable the launching of thousands of transactions concurrently to 
stress the design and generate realistic boundary conditions as taught by Chapiro (page 3, "HVL 
Features"). 

28. As to Claims 3,13, and 23, Parker teaches the object includes internal storage in the form of an 
associative array (Figure 5, elements 516,518,520 and column 7, line 65-column 8, line 6 wherein the 
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facility for generating packets includes storage for libraries that contain instructions for a given protocol) 
and a plurality of methods that allow packets received by the object to be selectively forwarded through 
the object (column 16, lines 5-6, "devices for transmitting test packets")- 



Conclusion 

29. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 

30. Oskouy et al (U.S. Patent Number 5,673,279) teaches verifying a network transporter under test 
by posting test packets and utilizing one or more FIFO buffers to store packets. 

3 1 . Chen et al (U.S. Patent Number 6,549,882) teaches the generation of packets used to provoke 
responses in order to model or test proper operation of one of more network protocols. 

32. Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Mary C Hogan whose telephone number is 703-305-7838 or 571-272-3712 starting mid- 
October 2004. The examiner can normally be reached on 7:30AM-5PM Monday-Friday. If attempts to 
reach the examiner by telephone are unsuccessful, the examiner's supervisor, Kevin Teska can be reached 
on 703-305-9704. The fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
Art Unit 2123 



